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Brad McQuaid: My general answer is
“no,” because massively multiplayer games
involve other people, and having an advan-
tage over another player, regardless of
motive or intent, is generally a bad thing.
There are all sorts of analogues to this in
other areas: many sports have stringent
rules about using outside help or certain
technologies to give one person an edge
over another, whether it’s steroids in the
Olympics, or rules on engine displacement
or traction control in Formula One, etc. The
examples are numerous, and the governing
body behind the game or the sport is there
to monitor balance and fairness, and to
make rules as to what is allowed and what
isn’t. Remove or hinder the governing
body, or the rules, or the emphasis on how
important fairness is, and the game or the
sport deteriorates, which hurts both devel-
opers and players.

Jason Kramer: Yes and No. No, because
the following can’t be guaranteed with TPS
use: a) a level playing field, b) security and
c) quality. A major factor in any interactive
game is that the rules are the same for all.
For example, imagine playing on a football
team where the other side is allowed one
extra player. Many TPS are created with the
sole purpose of “hacking” — whether that’s
to damage the game itself or to circumvent
the rules for unethical personal gain, it’s still
“hacking.” Allowing TPS sets up a situation
that allows hackers to develop and use soft-
ware under the guise of a lawful venture.
Quality can only be assured a customer if
the software is developed in-house or under
the guidance of the developer. This is the
only situation I see that may allow for TPS.
The third party would be contracted to cre-
ate a piece of software with a given set of
guidelines, which would be distributed by
the developer once the specifications of the
project were met.

Josh Johnston: Third-party software should
definitely be allowed if it cannot be used to
cheat or hack the game. For example, in
Jumpgate the first popular third-party appli-
cation was a utility that calculated the profit

for hauling different commodities between
stations. We eventually made an official ver-
sion of the utility because it was so popular
among the players and because it didn’t
have any negative effects on the game.
Some third-party applications actually
improve the game because they offer fea-
tures that we didn’t have time to implement.

Marius Enge: Players are not allowed to
use third-party software according to the
EULA. Although we will not hunt these play-
ers down or shut down tools people might
have in the game that seem to work, we do
not encourage players to use TPS. Often TPS
are not what you think; they might be
infected with viruses or trojans, and may cre-
ate a security hazard on your computer. The
reason for not encouraging players to use
these tools is that we have no control over
what people do on their client. We take full
responsibility of our own player database
and servers, but do not take responsibility
over a player’s computer, as it’s impossible
for us to control.

Starr Long: I believe third-party software is
only valuable to a game’s subscribers if all
subscribers have equal access to it. This
doesn’t just mean that if you know about a
certain website you can download it your-
self. This is about automatically installing it
with the game, patching it to the players, or
at least putting it prominently on the pro-
ject’s official website. Otherwise a certain
segment of your subscribers have an advan-
tage over the others that you did not design
for.

Developers’ Roundtable:
Third-Party Software

We’re talking about third-party software (TPS) this issue — software tools designed
by someone outside your company that work in-game. Should players be allowed to
use TPS to play your game? Why or why not?

“Massively multiplay-
er games involve
other people, and
having an advantage
over another player,
regardless of motive
or intent, is general-
ly a bad thing. ”

Brad McQuaid

In a Developers’ Roundtable, one person from each of several design teams answers a set of questions and then responds to each others’
answers.

Seated at our first Developers’ Roundtable are Brad McQuaid, former producer of EverQuest and now developing an as-yet-secret MOG
with Jeff Butler (company name: Sigil); Jason Kramer, Managing Director of Underlight (Lyra Studios); Josh Johnston, Lead
Programmer for Jumpgate (NetDevil); Marius Enge, Lead GM for Anarchy Online (Funcom); and Starr Long, original Project Director for
Ultima Online and now Producer on an online game code-named Tabula Rasa (NCsoft).

MOGspeak
“MOO” 

Common greeting or voicing of agree-
ment. (i.e., someone will state some-
thing in a group chat, and others will

chime in with “moo.”)
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Brad: It’s probably mostly intent. If the
intent behind the designer of the TPS is to
allow the user to exploit an aspect of the
game or to give him a clearly unfair advan-
tage over others, then it’s clearly abusive.
On the other hand, if the TPS is intended to
help everyone, to remove some sort of tedi-
um most players encounter, to better the UI,
etc., then one could effectively argue that it
enhances gameplay.

Josh: Any third-party software that goes
against the original intent of the game
mechanics is over the line. For example a
program that finds rare spawned items by
reading memory on the client would be
highly discouraged because that activity
devalues the effort that other players are

putting into the game. There are certain
tasks in every game that are meant to be dif-
ficult; any program that destroys the value
of accomplishments in the game shouldn’t
be allowed.

Marius: It’s a difficult line and it really
depends on the player. TPSs change game-
play; that’s why they are there (usually to
make it easier). When you change gameplay
you should also be aware that you might
destroy the way gameplay was intended,
making the game less fun and challenging.

It all depends on the player, really. Does
he/she want to have a good gaming experi-
ence or does he/she want to take the risk by
using TPS? If there are tools that really
enhance gameplay and make it more fun

and enjoyable, we would rather make our
own version of the tool and build it into the
game.

What we definitely don’t like are tools that
use exploits — for example, a tool that cre-
ates a macro to get more cash in the world.
These tools are very illegal so we regularly
look for and ban people using these kinds of
“exploit” tools.

Starr: If any software is not equally available
to all, it is abusive and a cheat. Other than
that it is very specific to the type of game
which software could be considered abusive.
In general, if the software causes other sub-
scribers to have a frustrating experience then
it is abusive.

Jason: The line involves answering the fol-
lowing questions: 1) Is it available to every
player consistently? and, 2) Does it meet the
quality assurance specifications of the devel-
oper? Unless these questions can be
answered with an unequivocal “yes,” then
the TPS doesn’t enhance gameplay, and
every player that doesn’t have access to the
software will be cheated.

Marius: I don’t think you can ask the ques-
tion, “Is it available to every player consis-
tently?” and get a yes. I don’t know if any-
one ever made a definition of a TPS, but in
my book by saying it’s third party it means
to me “something that someone else than
the developer made,” and since it doesn’t
come on the CD when you buy the game,
there will always be many players who never
use it, and never hear about it. As Starr says,
“If any software is not equally available to
all, it is abusive and a cheat.” I agree with
that, so by following my logic, a TPS will
always be a cheat, and cheating is not
allowed.

What is the line between TPS that legitimately enhances gameplay and software
that is abusive and a cheat?

“If there are tools
that really enhance
gameplay and make
it more fun and
enjoyable, we would
rather make our
own version of the
tool and build it into
the game.”

Marius Enge

Starr (with consensus from the oth-
ers): Connection speed is a choice made
equally by both parties and in many cases is
at the whim of overall internet performance.
Also we actively try to equalize the playing
field concerning connections. These are not
twitch games that rely on users’ reflexes and
connections á là Quake (ping death any-
one?). The server arbitrates all game results
which somewhat limits the advantage of dif-
fering connections. Many of these games
have what is called an absolute ping ceiling,
which means no matter how fast your con-
nection there is a limit to the amount of
data you can send to the server in any
stretch of time. TPS are not equal choices
unless distributed by the developer, and
there is no way for the developer to level
the playing field for every single TPS (unless
they are controlled by the developer).

Follow-up from the editor: 

You seem to be saying that just about any TPS is

unfair, even one that enhances gameplay, primarily

because some players will have better access to it

than others. But (to mention a couple of examples)

don’t cable modems and faster computers give an

advantage over phone modems and slower comput-

ers? You all freely allow a variety of internet connec-

tions and computer speeds in your games; why are

those differences fair, but any TPS is inherently

unfair?
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Brad: Well, assuming it’s in violation of the
game’s EULA, he certainly shouldn’t do (a)
or (b). Doing (c) is obviously up to him, and
since I’m a strong proponent of learning
from and listening to the user base, that
would be a big help. MOG players donate a
lot of their time to making these games bet-
ter in all sorts of ways, and if someone has
an idea for an enhancement they should
definitely send it in to the developers. Not
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Brad: Unfortunately, I’d have to argue that
intent is probably not that relevant, because
everyone won’t end up using the program
anyway, and it’s really difficult and time con-
suming to set up some sort of process that
approves or disapproves TPS. Because of
that, I think the stewards of MOGs pretty
much need to say ‘no’ to all TPS.

Instead, they should look for it and be aware
of it. That way, they can address and count-
er any security holes or bad design the TPS
is taking advantage of, or actually make
changes to the game to include the TPS’s
features if the intent behind the TPS is to
help everyone and the help is in accordance
with the health of the game as a whole and
the vision behind it.

Jason: Yes, I do feel any creation and distri-
bution of TPS should be approved by the
development team. This would certainly
require additional effort, but I feel it is worth
the effort, as long as it can’t be easily added
to the structure of the game itself. The com-
munity has many great ideas that can
enhance a MOG, and it behooves the devel-
oper to utilize those where possible.
Unauthorized TPS will be dealt with in much

the same way as any other “hacking.” TPS
that gives an advantage to a player in-game,
and is not authorized, is just like any other
form of cheating.

Josh: Any official distribution of TPS should
definitely be overseen by the dev team to
insure that it is not harmful to the game.
With Jumpgate, a lot of development time
has been spent dealing with TPS, especially
cheat programs. Generally anything used to
cheat is high priority because cheating drives
players away. Unfortunately, stopping cheats
usually cuts into development time and
delays new features and content. It would
really be worth it to create more useful
helper programs for Jumpgate, and I think it
would improve the overall gaming experi-
ence. However, the sad truth is that there
are so many cheat programs out there that
any extra time slated for TPS gets gobbled
up stopping them.

Marius: I tend to agree a lot with Brad on
this. A big problem with having a TPS is that
there is only a set percentage of the players
that use it, have the resources to actually
search and find the tool, and maybe to even
install it. To mention a tool that was very

popular with a game that Brad knows well,
there is a TPS for EverQuest called ShowEQ.
What this tool did was snoop packages from
the client to the server and show them on a
separate machine in the playfield the player
was in. Players who used this tool had an
incredible advantage over the players that
did not use it, as these players could see lev-
els on monsters, number of hit points, etc.
The problem with this tool was that you had
to have it set up on a separate machine and
you had to have Linux installed on it with a
special network module installed, etc. It was
a hassle to set up (I know, I tested it …
hehe, hope Brad won’t kill me for this) and
not all players had the knowledge or
resources to set the TPS up. It makes it very
unfair and should not be allowed.

If we supported it, it should have been
approved by our dev team. There are many
tools for Anarchy Online out there that peo-
ple use and that we break on a regular basis,
not on purpose, but simply because we
change code or data in the game to fix
something or introduce something new.

For example, if a program snoops packets
from the server to the client to extract infor-
mation and we change our network proto-
cols, this program will not work any more,
and the original author needs to update it.
The dev team does not have resources to
stay updated on all TPS that currently exist
and therefore can not assume any responsi-
bility if we break any of them.

Starr: Absolutely — no TPS should be
allowed to be used in a game unless the dev
team has reviewed it. This does require extra
effort but if the TPS is useful to your sub-
scribers I think this is absolutely worth the
time required. In a way this adds to your
development resources, and in a way you
will probably not have time for it since you
will be busy resolving bugs, optimizing, and
generating content for the next major
update. As to prevention of use of abusive
software, this involves many tools. The
required tool is detection of use, which can
involve things like logging any time game
variables that go outside your predefined
norms.

“If you’re reading
this magazine, then
you almost certainly
know of EverQuest
and have likely
played it.”

Starr Long

Should the distribution of TPS be overseen or approved by your dev team? If so, how
much effort does that require of your team? Is it worth the time involved? If not,
how would you prevent abusive software?

If someone devises a useful TPS, should he:
(a) be allowed to sell it
(b) distribute it free of charge or
(c) relinquish control of it to your company?
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What are your favorite third-party game aids —
for your game?
for other massive online games?

only that, this has been a great way for
developers to find talented programmers
who really care a lot about the game — I
know of several hires that have been made
because of the talent and dedication
revealed by some TPS.

Jason: Only by way of a contract with the
developer. I can see various options, but only
in a contractual situation. Anyone in the
community interested in creating TPS for
games should contact the developers of
those games.

Josh: If the program is legit, then I think all
three of these are options. If somebody
spends their own free time working on soft-
ware and they can sell it, then more power
to them.

Marius: A mix between (b) and (c),
depending on the tool and the need for
updates. If this is a tool that might enhance
gameplay, it should be reviewed by our
designers and coders, to see if this is some-
thing we want to build into the game. If yes,
the source code to the tool might be useful.
In that case the author should send us the
source for the tool and we will assume all
responsibility for it. If there is a tool that’s
distributed to other players, you again have
the risk that we might break it and it needs
to be updated.

Starr: I will leave that one to the lawyers to
hash out.

“ Anyone in the
community interest-
ed in creating TPS
for games should
contact the develop-
ers of those
games.”

Jason (and Carolyn)
Kramer

Jason: As we have defined TPS above, I have
no favorites. I do believe there is some great
software out there for helping with game
material (guilds, stories, etc.). All materials
that enhance the game experience should be
a part of the game itself. Imagine an MOG
with all of the community tools you would
normally only find on player websites, in-
game? The immersive experience would
never need to be broken, and the quality of
the gameplay would be assured by the

developer. This idea is a part of the vision
Lyra Studios has for its upcoming project.

Starr: I’m still developing my current proj-
ect, so no favorites for it yet. Also, unless a
company has an active third party program
where the software is freely available to all, I
don’t use third-party aids on principle, so
that I can experience a game as an average
player. Some favorites from the past that I
can’t remember the names for are the ones

written for UO, like the one that told you
which servers were up or down.

Marius: I hardly use them at all. My favorite
“tool” (more of a resource really) is websites.
There I find everything I need; I don’t want
to change the original gameplay.

Josh: In Jumpgate we have rare items that
spawn around certain areas of space, and so
players have developed applications that plot
out 3D search patterns to find them — those
are my favorite so far. It’s amazing to see
how much effort people will put into learn-
ing about how the game works and to see
how they go about exploring the systems
that we’ve built from the inside out.

As for other online games, the only third-
party game software I can remember using
very much is TradeWars Helper — I was a
TradeWars junkie.

“It’s amazing to see
how much effort
people will put into
learning about how
the game works
and to see how they
go about exploring
the systems that
we’ve built from the
inside out.”
Josh Johnston

MOGspeak
“ZERG” 

To send in a large group of low-level peo-
ple to defeat a powerful foe. named

after race in Starcraft.
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